Setting Up
Wireguard

Here is a quick tutorial on how to implement WireGuard once you have recieved a WireGuard *.conf
file. WireGuard is supported on all major platforms.

e WireGuard on Windows

e WireGuard on Android




WireGuard on Windows

Introduction

https://www.youtube.com/embed/mxpHRdO4rDU

In addition to spoofing your location, a VPN is a nice tool to have when you're using a computer on
a foreign WiFi network. | usually have my VPN connected at all times when | travel. A secure tunnel
prevents bad guys from sniffing out your packets, spying on your internet traffic, and scraping
personal data. As long as you're connected to the VPN, you can feel secure making Amazon
purchases while chilling in a coffee shop.

A Be warned: all traffic is routed through the VPN; it's as though you're on the same local
area network (LAN). This is not an appropriate VPN to conduct nefarious browsing.

You can only use your key in one place at a time. If you want to browse on your laptop and phone
simultaneously, additional keys can be cut. Having more than one key is pretty helpful for traveling

Instructions

Running the Client for the First Time

Download and install the appropriate client. Downloads can be found here:

https://www.wireguard.com/install

After installation is complete, run the application and import your unique key (.conf file). This file
will have been provided to you: if you do not have one, reach out to a grey.fail administrator.


https://www.youtube.com/embed/mxpHRdO4rDU
https://www.wireguard.com/install
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Activating the VPN

Once imported, select "Activate" to connect to the VPN. Congratulations, you're connected! You
can verify your connection by monitoring the "Transfer" field that appears in the WireGuard window
after a connection is established. As long as both the "received" and "sent" fields represent a
positive number, the connection is successful. [T]
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Tunnels Log

greene-crr Interface: grey-crmr
Q grey-cmr Status: @ Active
remi-cmr Public key:  UhuczjD5G3f+V0pSaFuqG6/qTs+zn0l/pevTchiX0U=
Listen port: 50666
MTU: 1420

Addresses:  10.6.0.2/24
DMS servers: 10.6.0.1

Deactivate

Peer

Public key:  ttytbfBF54cfsWhwidor1eUBPoMiwCWGmcl2szZx)Al=
Preshared key:  enabled

Allowed IPs: 0.0,0.0/0, =:/0

Endpoint:  107.5.176.200:51820
Latest handshake:

Transfer: 389,30 KiB received, 286.77 KiB sent
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Maintaining Access to Local Area Network Resources

Windows only: If you wish to maintain access to your Local Area Network (LAN) while connected to
the VPN, press the edit button (circled below).
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Tunnels Log

Femi-cmr Interface: remi-crmr

Status: Inactive
putlic key: -
Addresses: 10.6.0.2/24
DNS servers:  208.67.222.222, 208.67.220.220

Activate

Peer

Public key:  ZzXGAZ3Xamagls+Z1nryMhsnehBuiY G2ZMOVDVy yhTh=
Preshared key:  enabled

Allowed IPs:  0.0.0.0/0, :/0
Endpoint:  guard.remi.digital:51820
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A new window will appear. To maintain access to the LAN, uncheck "Block untunneled traffic (kill-

switch)" (below). If traveling or browsing on a foreign WiFi network, it's a good idea to keep that
checked.
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"5 Edit tunnel

MName: | remi-cmr

Public key: | UgTVQBw +H MNgj ITQWdY 3vhSZBh Imwak 54urXriE0V X 4=

[Interface]

PrivateKey = I
Address = 10.6.0.2/24

DNS = 208.67.222.222, 208.67.220.220

[Peer]
PublicKey = Z2zXG/vZ5Xamgls+Z1nrYNhsnehBxdYG2MOVDVy/yhTM=
PresharedKey =

AllowedIPs = 0.0.0.0/0, ::/0
Endpoint = guard.remi.digital:51520

C:B-Iuck untunneled traffic {Idll—switd';}:::} cancel
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WireGuard on Android

Instructions

Installing the Wireguard Android App

Download and install the WireGuard app on the Google Play Store. Double check the publisher is
"WireGuard Development Team."
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Installed on all devices

Sony BRAVIA VH1

What's new

Rate this app

Developer contact

About this app

Adding Configuration Files to the Wireguard App

After the installation completes, open the WireGuard app. You will see a screen instructing you to
"Add a tunnel using the blue button."
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Add a tunnel using the blue button

Press the blue button in the lower left. You will be prompted with three import/creation options.
From the list, select "IMPORT FROM FILE OR ARCHIVE."
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SCAN FROM QR CODE

CREATE FROM SCRATCH

Navigate to and select your WireGuard *.conf file that has been provided to you using your phone's
file selector. Once the *.conf file imports you will be redirected to the WireGuard application where
you should now see a new list item.
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Test the connection by engaging the slide-toggle on the right. To validate that you have
successfully made a connection to the VPN, select the list item; a new window will appear detailing

the connection details. Make sure the "Transfer" field is displaying positive values for both "rx"
(sent) and "tx" (received).
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Interface

Mame

grey-cmr-ph

Public key
LvfaGk0zRuNGsJs6Kc1389BFInX/7pdkd3tZmW...

Addresses

10.6.0.3/24

DNS servers

10.6.0.1

MTU
1420

Peer

Public key

nytbe#EMfaWFwMar‘l eUBPoNiwCWGmc02szZ...
Pre-shared key

enabled

Allowed IPs

0.0.0.0/0, ::/0

Endpoint
guard.grey.fail:51820

Transfer

rx: 33.48 KiB, tx: 13.63 KiB

That's it! You have successfully connected to a WireGuard VPN on your Android device.

Quick Settings Toggle
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For additional convenience, a toggle can be added to the quick settings in the Android pulldown
menu.
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Device connected to WireGuard
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